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Security

Student Handout #1

You are required to know and use certain precautionary procedures when handling sensitive and classified information.  During this study period, you will consider threats to national security (hostile interests); the types of documents that need classification; requirements for security clearance; storage of classified materials; disposal and destruction; violations/ consequences of violating security procedures; risk management procedures regarding automated documents; automation protective measures; safeguarding unclassified, sensitive information; and types of sensitive unclassified documents needing protection.  You will see that constant vigilance to security measures is essential.

HOSTILE INTELLIGENCE

Hostile intelligence services attempt to gain sensitive information about military operations and plans by three main methods:  They are:



1.  Human intelligence (HUMINT) 


2.  Signals intelligence (SIGINT)


3.  Imagery intelligence (IMINT)

This training period deals primarily with safeguards against human error, and the potential for inadvertent or unauthorized release of classified and sensitive information through erroneous or intended mishandling of information.

There are three major areas of interest in military operations which hostile intelligence organizations seek information.  


1.  Hostilities


2.  Triad of Defense (missiles, bombers, submarines)


3.  Essential Elements of Information (EEI)

Hostile intelligence organizations are interested in early warnings of imminent hostilities; strategic intelligence in the 'triad' of U.S. defense, which includes missiles, bombers, and 

submarines; and essential elements of information (EEI), i.e., time of attack, avenue of approach, troop strength, and order of battle.  

Sometimes these organizations attempt to obtain information overtly; they collect unclassified documents, technical publications and educational materials.  

Sometimes they attempt to obtain information covertly; they secure sensitive or classified information through HUMINT, SIGINT and IMINT activities.


TYPES OF CLASSIFIED DOCUMENTS

Information which is not common knowledge or has potential intelligence value for hostile forces must be classified.  Categories of classification are Confidential, Secret, and Top Secret.

Confidential:  Unauthorized disclosure could cause damage to national security, however, the information is usually very sensitive to time.  These documents require a DA Label 22, "Confidential," Cover Sheet.

Examples of some documents which must be labeled "Confidential" due to the fact that disclosure could cause damage to national security include: 


1.  Unit status report


2.  Signal operating instructions (SOI)


3.  Mobilization plans

"Secret" classification for a document means that substantial protection is required and unauthorized disclosure would cause serious damage to national security.  Secret documents require a DA Label 23, "Secret," Cover Sheet.  Types of documents that require "Secret" classification are -


1.  Current operation orders 


2.  Future operation plans


3.  New technological advantages


4.  Troop lists

Top Secret documents require the highest level of protection because unauthorized disclosure could cause irreversible damage to national security.  Top Secret documents require a DA Label 24, "Top Secret," Cover sheet.  Examples of information which falls under this classification are -


1.  Strategic War Plans


2.  Nuclear Weapons Target Lists


3.  National Security Documents


SECURITY MANAGER

An individual must be designated in writing as Security Manager. He must be designated in writing and must perform certain duties to ensure information is secure.  In order to be a security manager, one must be a Commissioned Officer, an NCO (E-7 or above), or a DA civilian (GS-7 or above). 

Critical duties of the security manager include -providing security, education and training, assigning proper security classifications, declassifying material, and safeguarding and monitoring classified information.  (AR 380-5) Chapter 10, AR 380-5 lists specific types of training requirements for newly assigned personnel as well as refresher training for all others.


SECURITY CLEARANCES

There are three levels of security clearances; confidential, secret, and top secret.  If you have a need to handle classified documents, you must have a security clearance, whether military or DA civilian.  

A background check is initiated by a National Agency Check with Inquiries (NACI) for military and civilian personnel at the beginning of service time.  It serves as a basis for any further investigations needed for clearances and takes approximately 

45 days to complete.  Enlisted soldiers receive an NACI at the Military Entrance Processing Station (MEPS).  Officers must have a favorable NACI completed before commissioning.  

A Confidential clearance can be designated with an NACI.

If an individual requires a Secret clearance, the Army Central Clearance Facility, Fort Meade, Maryland, will carefully review the NACI for upgrading.

A Top Secret clearance requires a favorable NACI and a thorough investigation of the individual by the Defense Investigative Service (DIS).  The individual background investigation covers the past five years of the applicant's life.  Top Secret, "Sensitive Compartmented Information," clearances review the past fifteen years of the individual's life.  All Top Secret clearances must be reinvestigated every five years.

In order to access classified information, you must meet four  requirements.  You will be allowed accessibility only if you – 

present positive identification, have been cleared for the level of classification specification, have attended an initial security briefing, and have a need to know the information you have requested.  No one has access to information simply by virtue of rank or position.  

Because of the extreme importance of Top Secret information, personnel are not allowed to work alone in such areas.

This policy is not intended to cast doubt on the integrity of any cleared individuals; however, it is an extra, safeguarding policy for the nation's most vital classified information. (AR 380-5 

page 36)


COMPROMISE OF CLASSIFIED MATERIALS

Compromise of classified information presents a threat to national security.  Once a compromise is discovered, appropriate actions must be taken to identify the sources and reasons for compromise.  Remedial action must be taken to overcome or prevent further compromises.  (AR 380-5 page 33)

To prevent compromise/disclosure of classified information, you must know what to do if you discover sensitive/classified information which is out of the classified container and unattended.  


Keep Watch


Notify Responsible Person (See SF 700), or


Notify Duty Officer, Security Officer

If you discover a storage area or container which is open and unattended, you must - keep the area under surveillance and immediately notify one of the persons listed on the SF 700 

(attached to the outside of the container/area).  If one of those individuals cannot be contacted, notify the duty officer, security officer, or other appropriate official.  

If someone else has reported an incident, and you are the custodian notified, you must report personally to the area.  Relieve the person who reported the incident and check the contents of the container or area for visible indications or evidence of tampering, theft, or compromise.  

Report all evidence to the installation or activity security personnel, then cease examination of the container or area, to prevent destruction of physical evidence.  Lock the container.  Stay with the container until you are told you may leave.  The Security Manager will submit required reports.  (AR 380-5 pages 25-27)

If you are processing any classified or sensitive documents, keep the documents under constant surveillance and place them face down or covered when you are not using them.  

Classified and unclassified documents are normally maintained separately and filed in separate containers.  (AR 25-400-2 pages 5-10)

The question arises, do you know what to do with a storage area or cabinet containing classified information in the event of a natural disaster, such as flooding?

Carefully follow your emergency plan.  Read your local emergency plan in advance so there will be no question when the event occurs.  In the event of an emergency, classified information must be safeguarded in a way that is of minimum risk for personnel and maximum protection for documents.  

Check your local policy or standing operating procedures (SOP) regarding protection during a disaster.  

Normally, preinstructed personnel will be placed around the area to prevent removal of documents by unauthorized personnel.  

Such plans include information on emergency destruction to preclude capture of classified material; it includes priorities for evacuation or destruction of materials.  

Priorities are based upon the potential effect on national security should materials fall into hostile hands.  (AR 380-5 page 28)


MANAGING RECORDS


Accountability/Disclosure Record
In order to keep record of all individuals who have seen Top Secret documents, disclosure records must be attached to the document; it provides the name and title of all individuals (including stenographic and clerical personnel) to whom the information has been disclosed.  The date of such disclosure must be recorded on the disclosure record.  Disclosure records are retained for two years after the document is transferred, downgraded, or destroyed.  (AR 380-5 page 39)

The Top Secret Control Officer (TSCO) is responsible for keeping all accountability records.  When there is a change in duty assignment, permanent change of station, temporary absence of more than 30 calendar days, or separate from service, all accountability records is transferred to the next cleared person.  (AR 380-5 page 39)


Reproduction of Classified Materials
There are very specific guidelines for the reproduction of classified materials.  


1.  You may not reproduce Top Secret information without permission from the originator (proponent originator).


2.  You may not reproduce classified documents using copier machines which have signs stating such prohibition.  Only specific copier equipment designated for the reproduction of classified information can be used.  

Notices prohibiting reproduction of classified information must be posted over equipment used only for the reproduction of unclassified material.  


3.  Facilities have been established where only designated personnel can reproduce classified materials and maintain control for such areas.  


4.  Whenever possible, two persons should be involved in the reproduction of materials to help assure positive control and safeguarding of all copies.  This is referred to as the two-person rule.

Records shall be kept for two years to show the number and distribution of Top Secret documents distributed outside the agency, and of all Secret and Confidential documents that are marked with special dissemination.  (AR 380-5 page 40)


Disposal and Destruction 

Classified documents can only be destroyed in accordance with DOD Component record management regulatory guidance.  Classified information must be destroyed by burning or, with permission from the DOD Component Head, by other methods such as melting, chemical decomposition, pulping, cross-cut shredding, or mutilation sufficient to preclude reconstruction of the material.  

If strip shredders are used, significant amounts of unclassified materials should be shredded along with classified materials.  In all cases, burning is the preferred method of destruction.  (AR 380-5 page 46)  

For destruction of Top Secret information, it is necessary to use destruction records plus the two-person rule, that is, two people must witness the destruction process.  

Either the destruction record or the two-person rule will meet the requirement for destruction of Secret information.  

Only one cleared person needs to be involved in the destruction of Confidential information.  These procedures must be in place at each affected agency to ensure that classified information intended for destruction are actually destroyed. 

When burn bags are used for the collection of classified material which is targeted for destruction, be sure all such bags are controlled in a manner which will minimize the possibility of unauthorized removal of the bags or their contents prior to actual destruction.  Ensure that bags are sealed in a manner that allows one to easily detect any tampering with the bag.  


Records of Destruction

Military agencies use several means of accountability to keep track of which classified documents have been destroyed.  They include records of destruction, the two person rule (witness), signature of witness (burn bags), and by numbering of burn bags in series. Records of destruction are dated and signed at the time of destruction by the two persons witnessing the procedure, or in the case of burning, by the official who witnesses the bag being sealed.  Top Secret bags are numbered in series and a record is kept of all subsequent handling until they are destroyed.  

Records of destruction are kept for a minimum of two years.  All accountable documents and enclosures to them must be identified on the destruction certificate or record.  (AR 380-5 page 46) Unless content of classified information, as listed in ARs 380-40 and 380-15, and TB 380-41 specifies the requirement of two witnesses, only one person is involved in the destruction of secret information.  Records of destruction are not required for secret information.  


VIOLATION AND PROTECTION


Consequences
Military and civilian personnel who knowingly, willfully, or negligently disclose information to unauthorized persons are subject to disciplinary actions.  These personnel may be warned, reprimanded, suspended without pay, be required to forfeit pay, terminated of authorization, removed or discharged.  These actions will be imposed upon any person regardless of office, or level of pay or rank.  

Commanders and supervisors must utilize all appropriate criminal, civil and administrative enforcement remedies against employees who violate the law and security requirements as set forth in AR 380-5.


Risk Management Procedures
The most effective handling of unclassified sensitive and classified documents is the use of risk management procedures.  The objective of risk assessment is to achieve the most effective safeguards for classified and unclassified sensitive documents.  These procedures provide safeguards against - 


1.  
Deliberate or inadvertent unauthorized disclosure of 


information.



2.  
Denial of service or use.



3.  
Unauthorized manipulation of information.


4.  
Unauthorized use. 

Management identifies the resources to be protected and analyzes the risk of espionage, sabotage, damage, and theft and determines the minimum level of protection needed.  (AR 380-19 page 22)

                Automated Protective Measures

Automated systems contain inherent security vulnerabilities and are known to be targeted by foreign intelligence services.  All automated classified and unclassified sensitive documents must be safeguarded by certain protective measures.  Those protective measures must safeguard hardware, software, procedures, communications, personnel, physical, network, and electronic security, as well as the control of compromising emanations (Confidential Supplement AR 380-19-1).


Passwords
While not always appropriate, the easiest and least expensive method of meeting minimum security requirements for a sensitive document, while it is still on the computer, is to use a password.  

You, the user, will not select the password, but will use the password generated and installed by the Information System Security Officer.  All passwords must be generated by random generator software.

Do not generate your own password from commonly used words or phrases.  After passwords have been generated, they will be stored at the level of the most sensitive data contained in the system.  (AR 380-19 page 11) 

Do not allow another person to know or use your password.  Individual passwords will not be shared.  TASO will issue you a password only if you have authorization to access the system and perform required functions.  

Prior to being issued a password, you must be briefed regarding the password classification as well as measures to safeguard classified and unclassified passwords.  Your briefing will inform you on rules against disclosing your password (even if the other person is assigned the same project and has the same clearance) and the requirement to inform the TASO immediately of password misuse or other potentially dangerous practices.  (AR 380-19)


Hardware
Classified information must not be processed on employee-owned computers.  AR 25-1, Chapter 5 contains the policy on approval to use computers, (government-owned or employee-owned) for off-site processing.  Laptop computers or any other computers that are designed for periodic relocation, must be accredited according to Chapter 3 of AR 380-19.

In no case will classified or unclassified-sensitive information be processed at any location other than U.S. Government or U.S. contractor-approved locations.  

If the computer configuration contains nonremovable hard disks that store classified information, the entire system must be in an approved storage area when left unattended.  

Personnel will not be allowed to enter and exit sensitive facilities with laptop or other portable computers unless a specific exception has been granted by Headquarters U.S. Army Special Security Group according to their guidelines.  

(AR 380-19)


Software
Only software that has been specifically developed or approved for use, or has been purchased or leased by an authorized U.S. Government representative, will be used.  Public domain, share-ware or other privately purchased software will not be used on Army automated information system, unless approved locally.  

(IAW AR 25-1)  


Electronic Transmission
Classified information can only be sent through approved, designated circuits.  Classified and sensitive documents cannot be transmitted electronically through E-MAIL because information can be intercepted or retrieved and disclosed from the system after the message has been received.  

Information can be sent through only those circuits that have been specifically designated, approved, and protected physically, electronically, acoustically, or electromagnetically.  This type of circuit must be approved as a protected distribution system (PDS).  (AR 380-19 page 22)


PRIVACY ACT AND FREEDOM OF INFORMATION ACT 

If a caller requests personal-type information regarding a member of your unit or office, you CANNOT release the individual's home address, home phone number, nor of course, social security number, as provided by the Privacy Act of 1974 (AR 340-21).

You may normally release certain items of personal information regarding military personnel.  They include the individual's name, rank, duty station, date of rank, gross salary, present and past duty assignments, future assignments which have been approved, unit of office telephone numbers, military and civilian educational levels, promotion sequence number, and awards and decorations.  (AR 340-21 page 6)

You may normally release certain items of personal information regarding civilian personnel, such as name, present and past position titles, grades, salaries, duty stations, office or duty telephone numbers.  (AR 340-21 page 6)

Do not volunteer any information that is not specifically requested.  If more information is requested than what you can normally give (see above), refer the caller to your command or staff Privacy Act Coordinator or Post Locator for requests involving home address or telephone numbers.  Do NOT divulge other items of personal type information, but do NOT take it upon yourself to DENY information.  THERE ARE CHANNELS FOR DENYING SUCH REQUESTS. 

If your caller requests information under the Freedom of Information Act (FOIA), and the request includes personal-type information such as home phone numbers, do not disclose any personal-type information unless the individual has signed a written consent form which allows you to do so.  Be sure you have seen the consent form and recognize the signature.  If there is no consent form, do not release information.  Refer the caller to the FOIA officer.

If you are a supervisor or in some way are involved in the custody, maintenance, and use of records containing personal-type information, you must protect personal privacy from unwarranted invasion, and provide the DA Label 87, "For Official Use Only," on those records.  

Criminal prosecution may be brought against individuals for willful unauthorized disclosure of a record or information.  You must provide records with reasonable safeguards which prevent disclosure of information during processing, storage, transmission, and disposal.  (AR 340-21 page 8) 


UNCLASSIFIED SENSITIVE DOCUMENTS

There are a number of unclassified documents which require confidentiality and protection from disclosure, by regulation.  These documents require safe-guarding in a locked desk or room and the use of a cover sheet (DA Label 87) “For Official Use Only.” They include OERs and NCOERs, civilian performance ratings, recommendations for awards, memorandums of commendation/ reprimand, student grade sheets, relief/recycle reports, academic evaluation reports, medical records, military police reports, and inspector general reports.  (AHS Policy #11)  

These documents may be routed through normal channels, however, they must have a DA Label 87, "For Official Use," attached to the cover.  Messenger envelopes will be addressed to the specific person who is to receive the correspondence. 

Only persons with a need to know will be allowed access to documents of a personal nature.  Supervisory personnel are responsible for establishing internal procedures for implementing this policy.  

Other documents which are considered sensitive include medical records, military police reports, inspector general reports.  All sensitive documents need to be maintained under confidentiality. 
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