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DISSEMINATION 

The DOD components provide procedures for the dissemination of classified material.  The purpose of strict security measures is to pave the way for safe military operations.  Increased security risks dictate that need-to-know and clearance receive command consideration before classified materials are transmitted to addressees located in hazardous or unfriendly areas.  The originating official or activity may prescribe specific restrictions on dissemination of classified information, when necessary.  (AR 380-5 page 38)

Classified information originated by NATO shall be safeguarded in accordance with DOD Directive 5100.55.  


Top Secret
Top Secret information originated within the DOD may not be disseminated outside the DOD without the consent of the originating DOD component, or higher authority.  Whenever Top Secret information is separated from classified or unclassified portions, it should be distributed separately, unless this is impractical.  (AR 380-5 page 38)


Secret and Confidential

Secret and Confidential information may be disseminated within the Executive Branch, unless otherwise prohibited.  

(AR 380-5 page 38)

For information on Code words and nicknames see chapter XII, Appendix C of AR 380-5.


DOCUMENT DISTRIBUTION
Secret Information Procedures are established for the handling of Secret materials so that they will appropriately be distributed or routed to sub-elements, disposed of, or transferred of custody.  The system is characterized by balance of security and operating efficiency.  When secret material is sent outside the activity of the DOD component, it must be followed until it is 

received by the intended recipient, using DA Form 3964 as a means to verify receipt.  When individuals handcarry secret material, they obtain the recipient's verbal acknowledgment that the recipient will assume responsibility for the material.  

Whether it is sent electronically over secure voice or data circuits, it must be sent strictly in accordance with the prescribed procedure to ensure no compromise.  A record must be kept of receipt (to include the actual receipts [DA Form 3964] and dispatch of secret material by each subordinate element for a period of two years.  Regardless of the means of delivery of material, records must be kept of all receipt and dispatch.  

(AR 380-5 page 39)

Records shall be kept for two years to show the number and distribution of Top Secret documents distributed outside the agency, and of all Secret and Confidential documents that are marked with special dissemination.  (AR 380-5 page 40)


TRANSMISSION (NON-ELECTRONIC)


Top Secret
Top Secret information can be transmitted (non-electronically) by several means.  Those methods include - authorized, cleared and designated couriers; cleared and designated U.S. military and civilian personnel; as well as cleared and designated DOD contractor personnel.  


Secret
The same methods are available for Secret information, in addition to specified U.S. Postal Service registered mail and carriers authorized to transport Secret information by way of Protective Security Service (PSS) only within the boundaries of the U.S.  (AR 380-5 page 41)  


Confidential
Confidential information may be transmitted using the same means as Secret.  Additionally, the U.S. Postal Service registered mail may be used as specified in AR 380-5.  

Transmission of classified information outside the U.S. must be accomplished IAW AR 380-5.  


Addressing
Classified information is addressed to an official government office or activity, not to an individual.  It may be addressed, for example, "Attention, Chief, Department of Research."  Enclose or attach a receipt form in the inner envelope or container.  

Try to avoid mailing several items of different classifications within the same envelope.  If it is necessary to do so, all items should be contained within the inner envelope or container.  You must enclose/attach a receipt listing all classified information for which a receipt is necessary.  The inner envelope must be marked with the highest classification of the contents.  The outer envelope must contain the complete address of the sender and receiver.  Ensure that it does not bear any marking indicating classified information is contained within the envelope.  (AR 380-5 page 44)


ACCOUNTABILITY 
By regulation (AR 389-4 page 9) a 10% physical inventory of all Top Secret material in Army custody must be conducted each month so as to complete a 100% inventory on or about April of each year.  The Top Secret Control Officer (TSCO) conducts the inventory.  Discrepancies found during the inventory will be resolved immediately.  Retention of Top Secret information shall be only to the extent necessary to satisfy current requirements.  (AR 380-5 page 39) 
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